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Abstract: 

Cloud-based outsourced storage relieves the client's burden for storage management and maintenance by providing a comparably 

low-cost, scalable, location-independent platform. However, the fact that clients no longer have physical possession of data 

indicates that they are facing a potentially formidable risk for missing or corrupted data. To avoid the security risks, audit services 

are crit ical to ensure the integrity and availability of outsourced data and to achieve digital forensics and credibility on cloud 

computing. Provable data possession (PDP), which is a cryptographic technique for verify ing the integrity of data without 

retriev ing it at an un-trusted server, can be used to realize audit services. Cloud computing has been emerged solution to the rising 

storage costs of IT industry With the high costs of data storage devices as well as the rapid rate at which the data begins generated 

it proves costly for enterprises or individual users to frequently update their hardware Apart from reduction in storage cost  the 

user’s data to large data centres, which are remotely located, on which user does not have any control.  
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I. INTRODUCTION 

 

In order to avoid client burden cloud based outsource is used. 

Which help in storage management and maintenance by 

providing low cost, scalability, independent platform base 

location comparat ively. The main fact client does not have 

control of data because facing dangerous risk data. To avoid 

this risk, crit ical to protect integrity and availability of 

outsourced data. These schemes drop into two categories: total 

computation cost and burden on client side. Our scheme 

adopts modern cipher cryptography with a cryptographic hash 

function. Although this technology is highly efficient, 

computation time is long and overhead cost is high Verify 

Integrity of Data without Retrieve from Un-Trusted Server, 

Mac and Hla Algorithm. Bilinear A lgorithm are the previously 

used algorithms .Now Rijndael are use it performs the 

decryption and encryption based on 128 bits for it 10 rounds 

are being performed.It first subkeys K1 to K6 which is of 

16b its (6*16=96).this (128-96=32) this used by subkey 

K7&K8.In second round it shift 25 post shift and 128 gets 

divides into 64b its used byK9 toK12 and remaing 64 again 

used by K13 toK17.Third t imes it will performs as the first 

and so on. 

 

II. RELATED WORK 

 

The notion of public audit ability has been proposed in the 

context of ensuring remotely stored data integrity under 

different system and security models. In, a public Provable 

Data Possession (PDP) is presented for ensuring possession of 

files on untrusted storages. The PDP model employees the 

RSA-based homomorphism authenticators for data auditing. 

By using the PDP model, public auditing is achieved, but that 

model only supports static data. In subsequent work, the 

authors in present partially dynamic version of the PDP model 

By clustering we will understand grouping terms, documents or 

other items together based on some criterion for similarity.  

 

We will always define similarity using a distance function on 

terms, which is in turn defined as a d istance between 

distributions associated to (key) words by counting 

(co)occurrences in documents.  

 

III. ALGO RITHM: 

 

 Rijndael algorithm: 

 

1. It uses symmetric block cipher that support  key size 

128, 192 & 256 

 

It uses variable no. of rounds depending upon key size  

 

2. Here we are using128 b it plain text  items is processed 

in rounds 

 

After the 10 rounds the code is generated 

 

IV. MODULES  

 

Following are the modules use 

 

1. Data owner 

 

Who stores the large amount of data in the cloud? 

 

2. Cloud service provider (CSP) 

 

Who provides data storage service and has enough Storage 

spaces and computation resources. 

 

3. Third party auditor (TPA) 

 

Who has capabilit ies to manage or monitor – outsourced data 

under the delegation of data owner? 
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Figure.1. system Architecture  

 

V.ADVANTAGES  

 

   1. Provid ing the security and performance to data. 

   2. Verification-correctness 

   3. Access control correctness. 

   4. Data Confidentia lity. 

   5. Faster and better service 

 

VI. S CREENS HOTS 

 

 
 

 
 

VII.CONCLUS ION 

 

In this project, we propose a privacy-preserving public  

auditing system for data storage security in Cloud Computing, 

where TPA can perform the storage auditing without 

demanding the local copy of data. We utilize the 

homomorphic authenticator and random mask technique to 

guarantee that TPA would not learn any knowledge about the 

data content stored on the cloud server during the ancient 

auditing process, which not only eliminates  the burden of 

cloud user from the tedious and possibly expensive auditing 

task, but also alleviates the users’ fear of their outsourced data 

leakage. 
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